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Foreword

~Jordan Standards and Metrology Organization is the national standardization body in Jordan. The

work of preparing Jordanian Standards is normally carried out by technical committees composed
of the interested parties, which are involved in the scope of the standard, All the intercsted partics
have the right to vole on the draft Jordanian Standard during the cnquiry stage, taking into
consideration the importance ol harmonizing Jordanian Standards with the international, regional or
national standards (as much as possible) for the purpese of eliminating technical baricrs to trade

and facilitating the intcrnational trade.

-
Jordanian Standards ave drafted in accordance with the tules given in the Jordanian D‘iE{Ell’VC 1-
22005, part 2: Rules for the structure and drafting of Jordanian Standards *. 5 o

The permanent lechnical committee for Antificial intelligence (84) has studied the I{rcpared project
of the Jordanian Standard 23894.:2026 related to ISO/IEC 23894:2023 “Inforppation technelogy —
Artificial intelligence - Guidance on risk management”, and has recomgiended to approve the
project as a Jordanian Standard 23894:2026, according to article (12) oftStandards and Metrology

f.aw No. (22) for the year 2000 and it’s amendments. g

- F -
‘This Jordanian Standard 23894:2026 is an identical adopli&if: of the International standard
23894:2023" Information technology — Artificial iatelligence — Guidance on  risk

managemeny "', using reprint method, single vertical dopeéd bars () in the margins are used to
indicale the applicable editorial modifications which ha}\".!: been changed and shown below.

For the pumoscs of this Jordanian Standard, the _fgb(gwing editorial changes bave been made:
- Addirion of a noie to clause S-1 of the standagd. -

- Inclusion of bibliography in an informatiye-ahnex D,

- Add the word "clausc” before each clal.g,;"ﬂumbcr referred to.



Information technology — Artificial intelligence — Guidance on risk
management

1- Scope :
This fordanian standard provides guidance on how organizations that develop, produce, deploy dr
usc products, systems and services that wtilize artificial intelligence (Al) can managt;’t;_:-_risk
specifically related to AL The guidance also mms 1o gssist organivations to intcgrafe risk
management into their Al-related activities and functions. It moreover describes processés for the
elfective implementation and Integration of Al risk management. o
The application of this guidance can be customized 1o any organization and its c-ngté'xt.

.
sy

2- Normative references -

For the purposes ol this Jordanian standard, the following terms and deﬁﬂ]iticrfs apply.
ISO and [EC maintain terminological databases lor use in standagdization at the following

addresses: M
-1S0) 31000:2018, Risk munagement — Guidelines. }.’-V

1SO Guide 73:2009. Risk management — Vocabulary. 5
JISOYIEC 22989:2022, Information technology — Artilejdl intelhgence — Artificial intelhigence
concepts and teriminology. s
._' )‘j d
3- Terms and definitions ' 4
For the purposes of this Jordanian standard, the t2ms and definitions given in ISO 3 1000:2018,
[SORC 22989:2022 and ISO Guide 73:2009 apply.
180 and IEC maintain terminology databases for use in standardization at the following addresscs:
- ISO Onlinc browsing platform: availabfe at hitps:/iwww.iso.orgiobp
- IEC Llectropedia: available at hitpsrfiwww.electropedia.org

4- Principles of Al risk mamigéfiient
Risk management should addfess the needs of the organization using an integrated, structured and
comprehensive approach. Guiding principles allow an organi ration to identify priorities and make
decisions on how to Mage the effects of uncertainty on its objectives, These principles apply to all
organizational levelyand objectives, whether stralegic or operational.
Systems and proecdses usually deploy a combination of various technologics and functionalities n
Various cn‘(‘ir{;ufnents, for specific use cases. Risk management shoultd take inlo account the whole
system, wib all its technologics and {unctionalities, and its impact on the environment and
stakeholdérs.
Al sysiéms can introduce new or emcrgent risks for an organization, with positive or negative
consequences on ohjcetives, or changes in the likelihood of existing risks. They also can necessitate
. specific consideration by the organization. Additional guidance for the nisk management principles.
framework and processes an organization can implement is provided by this Jordanian standard.
NOTE: Different Inicrnational Standards have signilicantly different definitions of the word “risk.” In [SO
31000:2018 and related Intemational Standards, “risk” involves a negative or positive deviation from the
ohjectives. ln some other International Standards, “yisk™ involves potential negative outcomes only, for
example, satety-refated concerns. This difference in focus can oficn cause confusion when trying Lo
understand and properly implement a canformant risk management pracess.



1S0 31000:2018, Clause 4 defincs several generic principles for risk management. In addition 1o
ouidance in 18O 31000:2018, Clause 4, Table | provides further guidance on how to apply such
principles where nccessary.

Tabie 1 — Risk management principles applied to artificial intelligence

e

P
Principle Description (as given in ISO Implications for the developmentand use of
31000:2018, Clausc 4) Al o
a) Integrated Risk management is an integral No specific guidance beyqngﬁSO 31000:2018.
part of all organizational i & i
activities. s
b) Structured and | A structured and comprehensive | No specific gujq.la\t'}é‘fe beyond IS0 31000:2018.
comprchensive | approach to risk management Ha
contributes 10 consistent and LA
comparable results. !
) Customized "I'ne risk management framework No-_spe’c'-iﬁc guidance beyond ISO 31000:2018.

and process are customized and

proportionale o the organization’s { -

external and intemal context >~

related to its objectives. b4
.-
A

. 3
I:i \:_
e
A
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Table 1 — Risk managcment principles applied to artificial intclligence 3

Principle

Description (as given in IS0
31000:2018, Clausc 4)

lmphcatwm for the tlevelopment,and use of

Al ~

&)

fnclusive

LS T

Apptopmtc and timely
involvement of stakehalders
enables their knowledge, views

and perceptions to be considered.

This results in improved
awareness and informed risk
management,

Because of the pcﬂmtml]\r Iar-rmhlnng impacts of
Al to stakeholders, it is importént That
orpanizations seek dialog vfth diverse intemnal
and external groups, both to communicate harms
and benefits, and to iﬁé*éi'por.ub feedback and
awarencss into themisk management process.
Organizations sﬁuuld also be aware that the use of
Al systeiffs can  introduce  additional
bldkhho{defs.

The - greas in which (he knowledge, views
ang. perceptions of stakcholders arc aof bencfit

Jnt!ude but are not restricted to:
¥ Machine learning (ML) in particular often

relies on the set of data appropriate to fulfil its
objectives, Stakeholders can help in the
identification of risks regarding the data
collection, the processing operations, the
source and type ol data, and the use of the data
for particular situations or where the data
subjects can be outliers.

— The complexity of Al technologies creates

challenges rclated 10 transparency  and
explainability of At systems. The diversity of
Al technologies further drives these challenges
due to characteristics such as multiple types of
data modalities. Al model lopologies, and
transparency and reporting mechanisms that
should be selccted per stakcholders’ needs.
Stakeholders can help to identify the zoals and
describe the means for enhancing transparency
and cxplainability of Al systems. In certain
cascs, these goals and means can  be
gencralized across the use case and different
stakeholders  involved. In other cases,
stakeholder scgmentation of  transparency
frameworks and reporting mechamsms can be
wailored to relevant personas (¢.8. “regulators”,
“husiness owners”, “model risk evaluators™)
per Lhe use case.

Using Al systems for automated decision-
making can directly affcet internal and external
stakcholders. Such stakeholders can provide




their views and perceptions concesning, [or
example, where human oversight can be
needed. Stakeholders can help in defining
fairess criteria and also help 1o identify what
constilutes bias in the working of the Al
system,

-

7
.‘I')“

Table 1 — Risk management principles applied to artificial intelligence

. 9
Principle Description {as given in ISO Implications for the dcvclnyme'tlt and vse of
31000:2018, Clause 4) Al v o
) Dynamic Risks can emerge, change or To implement the gu id@'ﬁé provided by ISO
disappear as an organization’s 31000:2018, Urgani?._al_liuns should establish
external and internal context arganizational.steugfures and measures to identify
changes. Risk management issues and upp@f’mities related to emerging risks,
anticipates, detects, acknowledges trends, l;ciﬁﬁ‘lﬂgleg. uses and actors related to Al
and responds to those changes and | i o _
events in an appropriate and ?y:;s:_nﬁ: :151; mbanagement is particularly important
: . or Al systems because:
Mmicly ranncr; _ -{i The naturc of Al systems is itself dynamic, due
D ' to continuous lcarning, refining, evaluating, and
‘o | validating. Additionally. some Al systems have the
. ability to adapt and optimize based on this loop,
o creating dynamic changes on their own,
RS — Customner expectations around Al systems are
e high and can potentially change quickly as the
systems themselves do.
7 Lcgal and regulatory requirements related to
ol Al are frequently changing and being updated.
L Integration with the management systems on
% quality, environmental footprints. safety.
5 healthcare, legal or corporate responsibility, or any
I combination of these maintained by the
K organization, can also be considered 1o further
’ understand and manage Al-refated risks to the
Y arganization, individuals and socictics.
f) | Bestavailkgfle | The inputs to risk management are | Taking info account the expectation that Al
nformarion based on historical and current aﬂ;cts the way;ndtv s ”“‘;’?C‘ :{iﬂ;
o . o Cens . . and react 10 tcehnology, 1118 advisanle tor
E information, as well as on fulure organizations engaged in the development of Al

i

expeciations, Risk management
explicitly takes into account any
hmitations and uncertaintics
associated with such information
and cxpectations. Information
should be timely, clear and
gvallable to relevant stakcholders.

svslems o keep track of relevant information
available regarding the further uses of the Al
svstems that they developed, while users of Al
systems can maintain records of the uses of those
systems throughout the entire litetime of the Al
system.

As Al is an emerging technalogy and constantly
evolving, histerical information can be limited, and

future expectations can change quickly.




Organizations should take this into account.

The internal use of Al systems should be
considered, if any. Tracking the use of Al systems
by customers and external users can be limited by
intellectual property, contractual or market-specific
restrictions.

Such resteictions should be captured in the Al sk
management process and updated when business

conditions warrant revisiuing, T

L

R

Tablc |

—— Risk management principles applicd to artificial intelligency -
Principle Description (as given in ISO Tmplications for the deselopment and use of
31000:2018, Clause 4) Al :‘-],f_-."
g) Human and Human behaviour and culture Organivations engaged in the design, or
cultural significantly influence all aspects | velopment or deployment of Al systems, or any
of risk management at each level | combinat ivrgf these, should monitor the
and stage. human agﬂ"cullural and scape in which they are
situated. Organizations should focus on I
idepeifying how Al systems or components
imeract with pre-existing societal patterns that
e ' can lead Lo impacts on equitable outcomes,
el privacy, freedom of expression. fairness,
_ ? safety, security, cmployment, the environment. |
i and human rights broadly.
hy | Continual Risk management is continualty | The identification of previously unknown risks
improvement improved through léaming and related to the usc of Al systems should be

»
kS
B !

expenence. 75
w4

P

e

_:"LJ‘ ™

Y

considered in the continual improvement
process. Organizations engaged in the design,

development or deployment of Al systems or
syslem components, of any combination of .
these, should monitor the Al ecosystem for !
Performance successes, shortcomings and
lessons tearned, and maintain awareness of

new Al research findings and technigues
(opportunitics for improvement).

S-Framew;nrij “
5-1 Generdl
Tht:,plisspc'se of the risk management framework is to assist the orpanizution in integrating risk
mandgement into significant activitics and junctions. The guidance provided in 1SO 31000:201 8,
applics.
Risk management involvcs assembling relevant information for an organization to make decisions and
address risk. Whilc the governing bady defines the averall risk appetite and organizational objectives, it
delegates the decision-making process of identifying, assessing and treating risk to management within
the organization.
ISO/FC 38507f 1] describes additional governance considerations for the organization regarding

5



the development, purchase or use of an Al system. Such considerations include new opportunities,
potential changes to the risk appetite as well as new governance poficies to ensure the responsiblc use of
Al by the organization, It can be used in combination with the risk management processes described in
this document to help guide the dynamic and itcrative organizational integration described in 150

31000:2018. 5.2.

Note: Relevant national legislation and regulatory [rameworks issued in this field shoutd be complied with such
The National Artificial Intelligence Code of Ethics 2020 and its amendments \The National Cyberscourity

Framework 2023 and its amendments.

5-2 Leadership and commitment

The guidance provided in ISO 31000:2018, clause 5.2 applics.

In addition o the guidance provided in 1S0 31000:2018, 5.2 the following applies:
Due to the particular importance of trust and accountability rclated othe development and use of
Al, top management should consider how policies and statementselated to Al risks and risk
management are communicated Lo stakcholders. Demonstrating this level of leadership and

" commitment can be criticat for cnsuring that stakeholders l};ﬁié confidence that Al s being

developed and used responsibly.

'.’ "
The organization should thercfore consider issuing s‘itf:'ﬁ'].ems related 1o its cormmitment to Al risk
management to increase confidence of their stakchelers on their use of AL
Top management should also b aware of the s{:;b‘tié.lixcd resources that can be needed to manage
Al risk, and allocale those resources appropriately.

5-3 Integration

The guidance provided in ISO 31000:2078, clause 5.3 applies.

5-4 Design -

5-4-1 Understanding the organiZation and its context

The guidance provided in IS0 31000:2018, clause5.4.1 applics.

In addition to guidance prm{idea in (SO 31000:2018, 5.4.1, Table 2 lists additional factors to consider
when understanding the e%téﬂrnal context of an organization.

Table 2 — Cu'y'xétdlera tion when establishing the external context of an organization

Generic guidance provided by 150 31000:2018,
clause $.4.1 .

Organizations shafld cansider at least the following
clements of theid external context:

Additional guidance for nrganizations cngaged in Al

Organizations should additionally consider, but not
exclusively, the following elements:

‘The socialpcudtural, political, legal, regulatory,
financial. fechnological, economic and environmental
factors, whether international. national, regional or Jocal:

-

Relevant legal requirements, including those
specifically relating to Al

—  Guidelines an ethical use and design of Al and
automated systems issued by government-related groups,
regulators, standardization bodies, civil snciety, academia
and industry associations.

— _Domain-specific guidelines and frurneworks related to Al

— Key drivers and trends affeeting the objectives of the
organization:

Technolagy trends and advancements in the various
areas of Al

—  Societal and political implications of the nt of Al
systems, including guidance deployme from social sciences.




Generic gnidance provided by IS0 31000:2018,
clanse 5.4.1

Organizations should consider at least the following
glements of their external context:

Additional guidance for organizations engaged in Al

Organizations should additionally cons ider, but not
exclusively, the following elements:

- External stakeholders’ relationships, perceptions,
values, needs and expectations:

—  Srakeholder perceptions. which can be affected by
issues such as lack of transparency (also referred to as
opaqueness) of Al systems or biased Al systems.

—  Stakeholder expectations on the availability of
specific Al-based solutions and the means by whigh the Al
models are made available (e.g. through a ll'S%l;-j,ﬂtel‘fal.‘c.
_sofiwarc development kit}. i

—Contractual relutionships and commitments;

—  Ilow the use of Al cspecially Alasxs,fems using
continuous feaming, can affect the abiityof the
arganization to meet contractual obligations and guarantees.
Consequently, organizations should carefuily consider the
scope of relevant contracts. ..

—  Contractual relationships during the design and
production of Al systems and services, For example,
ownership and usagegights of test and training data should
be considered w}'&gﬁ provided by third partics,

v

4

- The complexity of networks and dependencies;

— Thgwffse of Al can increase the compléiil} of
netwolks and dependencics,

— {gutdance beyond ISO 31000:2018),

e

- ~gif An Al system can replace an existing system and, in
stich a case, an assessment of the risk benelits and risk
_“ransfers of an AT system versus the existing system can be
"+ undertaken, considering safcty. environmental, social,
technical and financial issues associated with (he
implementation of the Al system.

e

34

In additien to guidance provided in ISQ'-Z"?r'lOOO:Zl}IS, clause 5.4.1, Table 3 lists additional factors o
consider when understanding the intcral-coftext of an organization.

!
Table 3 — Consideration when establishing the internal context of an organization

2l

Generic guidance provided hyfllsd’s 1000:2018,
clause 5.4.1 _

L
o

Organizations should cons"ide'f"at leasl the following
ciements of their internaPtontext:

Additional guidance for organizations engaged in Al

Organizations should additionally consider, hut not
exclusively, the following elements:

Vision, missim}ﬂ%d vitlues;

s

=4

— No specific guidance beyond ISO 31000:2018

Governaneg. * organizational structure, roles and
accoungbilities;

— No speeific guidance beyond (SO 31000:2018

- Siniisgy,'{}bjcctives and poliuiEs;

— No sp&:iﬁc guidancé hé}'ond SO 31000:2018

— The organization’s culfure;

[— TThe effect that an Al s}'slcm can havc on the

organization’s culture by shifting and introducing
new respoasibilities, roles and tasks.




Generic guidance provided by 150 31000:2018,
clause 5.4.1

Organizations should consider at least the following
clements of their internal context;

Additional guidance for organizations engaged in Al

Organizations should additionally consider, but not
exclusively, Lhe fallowing elements:

— Standards, guidelines and models adopted by the
organization,

Any additional international, regional, national and
lacal standards and guidclines that are imposed by
the use of Al systems.

- -

Capabitities, understaod in terms of resources and
knowledge (e.z. capital, time, people, intelleclual
property, processes, systems and technologies):

—
“

-
L

o

4 4
-
4

The additional risks to arganizational knm:n;]qg‘g'e
related to transparcncy and explainability of Al
systems. r

The use of Al systems can result in chanies to the
number of human resources needed To realize u
certain capability, or in a \-'ar{zgtlgm/df the type of
resources needed. for instance: deskilling or loss of
expertisc where  humas __'-"Eiéuision-making is
increasingly supported by AT systems.

The specific knowledae i Al tcehnolagies and data
scicnee required 10 (ju*éiop and use Al systens,

The availability: pf ‘Al tools, platforms and libraries
can enable the)ﬂ%‘fﬁc]opmmt of Al systems without
there being a full understanding of the technology,
its limitagichns and potential pitfat!s.

The pdlential for Al to raise isswes and
oppertunitics related 1o intellectual property [for
gaecific Al systems. Organizations should consider
-+ their own inlcllectual property in this arca and ways
that inlcllectual property can affect transparency.
sccurity and the ability to collaborate  with
stakeholders, to determine whether any steps shoutd
be taken. )

Data. information systems and informatips flows;
| TP J
L

W

L

Al systems can be used 10 automate, optimize and
enhance data handling,

As consumers of data, additional guality and
completencss conslraints on data and information

can be imposed by Al systems.

i 'Jr': i
— Relationships with_“iaternal stakeholders taking
into account lhcij}pérceptiuus and values:

Stakeholder perception, which can be affected by
issues such as lack of transparency of Al systems or
hizsed Al systems.

Stakeholder needs and expectations can be satisfied
(o a greater extent by specific Al systems.

- The need [or stakeholders to be educated on
capabilities, failure modes and [ailure management
of Al systcms.




Generic guidance provided hy 1S0 31000:2018,
clause 5.4.1

Organizations should consider at Jeast the following
elements of their internal context:

Additivnal guidance for organizations engaged in Al

Organizations should additionally consider, but not
exclusively, the fellowing elements:

-— Contractual relationships and commitments:

— Stakcholder perception, which can be alfected by
different challenges associated with Al systems
such as potential fack of transpavency and

unfairness. o
.— Stakeholder needs and expectations can be satisfied
by specific Al systems. N

— The need for stakeholders to be educated on
capabilities, failurc modes and failure mdnAgement
of Al systems, ) .;‘J" }

— Stakeholders’  expectations o f;;rivauy, and
individual and collective fm;gquncutai rights and
freedoms. i

.
s

— [nterdependencics and interconnections,

— The use of Al systems:ean increase the complexity
of interdependencipgent intcreonnections.

m—
o

In addition (o the guidance provided in ISO 31000:2018, 5.4.1; ﬁ?ganizatiom should comsider that the
use of Al systems can increase the need lor specialized raining

v

5-4-2 Articulating risk management commitment <

The guidance provided in ISO 31000:2018, clausc 34.2 applies,

5-4-3 Assigning orgapizational roles, authuriﬁﬁs,’ responsibilities and acecountabilities

The guidance provided in IS0 31000:2018, c‘l%ﬁﬁc 5.4.3 applies.

In addition to the guidance of ISO 3100072018, clause 5.4.3, top management and oversight bodies,
where applicable, should allocate rcsou'rc:t's and identify individuals:

—with awhority to address Al risks; -

- with responsibility for cstab'lisk}i"fm;r, and monitoring processes to address Al risks.

5-4-4 Allocating resources '-

'I'he guidance provided in (13-06100(]:2018, clause 5.4.4 applies.
5-4.5 Establishing commyhication and consuitation
‘The guidance provided.ifi ISO 3100012018, clause 5.4.5 applics.

5-5 Implementatipn.

‘The guidance provided in ISO 31000:2018, 5.5 applies.

5-6 Fvaluation*

The guidanceprovided in 18O 31000:2018, clausc 5.6 applies.

5-7 Imprpyement
5-7-1 Adapting

The guiflance provided in ISO 31000:2018, clause 5.7.1 applies.

§-7-2 Continnally improving

“s;Thie guidance provided in ISO 31000:2018, clause 3.7.2 applies.

6-Risk management process
6-1 (zeneral

The guidance provided in 1SO 31000:2018, clause 6.1 applies.

Organizations should implement a risk-based approach to identifying, assessing, and understanding
the Al risks to which they arc cxposed and take appropniate treatmenl measures according to the
level of risk. The success of the overal] Al risk management process of an organization relics on the
identification, cstablishment and the successful implemcentation of narrowly scoped  risk

g



management processcs on strategic, operational, programme and project levels, Duc to concerns
related but not limited to the potential complexity, lack of transparency and unpredictability of
some Al-based technologies, particular consideration should be given fo risk management processcs
al the Al system project level. These system project level processes should be aligned with the
organization’s ohjectives and should be both informed by and inform other levels ol risk
management. For example, escalations and lessons learned at the AL project level should be
incorporated at the higher levels, such as the strategic, operational and programme levels, and
athers as applicable. -
The scope, context and criteria of a project-level risk management process arc directly affected By
the stages of the Al system’s life cycle that arc in the scope of the project. Annex C shows pbséiblc
relations between a project-level risk management process and an Al system life cycle (a's"dcﬁncd
in ISO/EC 22985:2022). ;/J 3

L.,
6-2 Conmunication and consuliation S

The guidance provided in ISO 31000:2018, clause 6.2 applics. " :
s

Sh
I'he set of stakcholders that can be affccted by Al systems can be larger than initially foreseen, can
include otherwise unconsidered cxternal stakeholders and can extend ga Other parts of a socicty.
6-3 Scope, context and criteria vy :
6-3-1 General o
The guidance provided in 180 310002018, 6.3.1 applies. _ *
In addition to the guidance provided in ISO 31000:2018, Q;B‘ﬁ, for organizations using Al the scope
of the Al risk management, the context of the Al risk management process and the criteria o
evaluate the significance of nsk to support dccisj,(iﬁ-'making processes should bc extended to
identify where Al systems are being developed oy u}fcd in the organizaton. Such an inventory of Al
development and use should be documented gna included in the organization’s risk management
process. . 7
6-3-2 Defining the scope i
The puidance provided in 18O 31000:2018, 6.3 2 applies.
The scope should take the specific: lasks and responsibilitics of the ditlerent levels of an
organization into account. Moregyer, the objectives and purpose of the Al systems developed or
used by the organization should be considered.
6-3-3 External and interndl'context
The guidance provided in1S0 31000:2018. 6.3.3 applics.
Because of the mqg_qitilrﬂc of polential effects of Al systems, the organization should pay special
altention to the environment of its stukeholders when forming and establishing the context of the
risk managemets Process.
Care should B¢ taken to consider a list of siakcholders, including, but not limited to:
the orginization (jtselt);

— customers, partners and third parties;
— supplicrs;
=~ end users;
regulators;

- civil organizations:

- individuals,
— affceted communities;
— soeiclies,
Some other considerations for external and internal context are:
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—whether AT systems can harm human beings, deny essential services (which if inteerupted would
endanger life, health or personal safety) or infringe human rights (e.g. by unfair and biascd
automated decision-making) or contribute Lo environmental harm;

—external and internal expectations for the organization’s social responsibility

- external and internal expectations for the organizaiion’s environmental r¢ sponsibility.

_ The guidelines in 1SO 26000:201012] outlining aspects ol social responsibility should apply as a
framework for understanding and treating risk, particularly on core subjects ol organizational
governance, human rights, labour practices, the environment, fair opcrating practices, consumer
issues and community involvement and development.

¢

NOTIE: Further background informalion on trustworthiness is available in ISOTEC TR 24028:2020[3). '

6-3-4 Defining risk criteria o
The guidance provided in ISO 31000:2018. clause 6.3.4 applies. P
In addition to the guidance provided in ISO 31000:2018, clause 6.3.4. Table 4 'p?ovides additional
guidelines on factors to be considered when defining risk critena: 3 M
3-':."
L5
J\I.r
Table 4 — Additional guidance when defining risk criteria

Considerations far defining risk criteria as Additi_mfdr considerations in the cantext of the
provided in [50 31000:2018, clause 6.3.4 deyegd:prhent and use of Al systems

—The nawre and type of uncertaintics that can | - Organizations should take rcasonable steps to
aflfeet outcomes and objectives (both tangibled v understand uncertainty in all parls of the Al

and intangible); GO system, including the utilized data, software,

) - . S o] mathematical models, physical extension. and
—ow consequences (both positive and J_sgg‘hti\-'c) human-in-the-lnop aspects of the system {(such
and likelihood will be defined and measired: as any related human activity during data

o collection and labelling).
Time-related fuctors; g - —  No specific guidance beyond (SO 31000:2018
. B
—-Consistency in the use otf‘mileasurcments; - - Organizalions should be aware that Alis a fast-

‘ moving technology domain. Measurement
o methods should be consistently evaluated
according to  their  effectivencss  and

»

i appropriateness for the Al systems in use.
—Hlow thg Evel of risk is to be determined; — Organizations should cstablish a consistent |
i approach to determinc the risk level. The
; approach should re(lect the potential impact of

Al systems regarding different  Al-related
objectives (see Annex A),

—How combinations and sequences of rhulliple - No specific guiEIa.nce beyun:lllSO 31000:2018
risks will be taken into account,
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Considerations for defining risk criteria as Additional consideratlans in the context of the
provided in 150 31000:2018, clause 6.3.4 development and use of Al systems

The erganization’s capacity. — The organization’s Al capacity, knowledge
lovel and ability to mitigate realized Al risks
should he considered when deciding its Al risk

appetile.
6-4-2 Risk identification
6-4-2-1 General .r
The guidance provided in 18O 31000:2018, clause 6.4.2 applies.

Y

6-4-2-2 Identification of asscts and their value L
The organization should identify assets related to the design and use of Al that fall \@,jiﬁ'fn the scope
of the risk management process as defined in clause 6.3.2. Understanding what as$ets are within the
scope and the relative criticality or value of those assets is integral Lo asscssingi.pj;é impact. Both the
value of the asset and the naturc of the asset (tangible or intangible) should &g-considered.
Additionally, in relation to the development and usc of Al, asscts shuuid‘i;é‘::onsidurcd in the
context of elements including but not limited to the following: e B
— Asscts of and their value (o the organization: R
—— Tangible assets can include data, models and the Al system it €l
— Intangible assets can include reputation and trust. i

- Assels of and their valuc to individuals: e
— ‘l'angible assets can include an individual’s pcrson_arl-_.dh";a.
-~ Intangible assets can include privacy, health, and sdfety of an individual,
—  Assets of and their value to communities and so¥ieties:

- Tangible asscts can include the environment®,

- Intangible assets are likely more valuﬁb‘baged, such as socio-cultural belicfs, community
knowledge, educational access and cquity::
FFor valuation of assels and the relatimt;to impact, see clause 6.4.2 .6 and clausc 6.4.3.2.

NOTE: The use ol the word *'assull_":ii;ith‘ the illustrative examples in this clause does not have any legal
implications. ; o
6-4-2-3 Identification of yisk sources
I'he organization should identify a list of risk sources related to the development or use of Al, or
both, within the defired scope.
Risk sources can Be identified within, but not limited to. the following arcas:
— organizatipt,
— processed and procedures:
management routines:
— personnel;
— j';';hysical environment:
L~ datag
"~ Al system configuration;
deployment envirotunent,
- . hardware, solware, network resources and services;
— dependence on external parties.
Examples of Al-related risk sources can be found in Annex B.
6-4-2-4 [dentification of potential events 2nd outcomes
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The organization should identify potential events that are related to the development or use of Al
and can result in a variety of tangiblc or intangible consequences.
Events can be identificd through one or more of the following methods and sources:
published standards;
— published technical specihications,
-~ published technical reports:
— published scientific papers;
— market data on similar systems or applications already m use; .
— reports of incidents on similar systems or applications already in use;
— ficld trials; Sy
usabiliiy studies;
— the resulis of appropriate investigations;
— stakcholder reports: ,
— interviews with, and reperts from, internal or external experts; 2
— simulations, =
6-4-2-51dentification of controls ¢ i
The organization should identity controls relevant to either the dc\-'clog}pa‘n or use of Al or both.
Controls should be identificd during the risk management activities, and documented (in mternal
systems. procedures. audit reports, ctc.). mal e
Controls can be utilized to positively affcet the overall risk by- }ﬁitigaling risk sources and events
and outcomes, N
‘I'he operating effectiveness of the identificd controls shmﬁ;fﬁlsn be taken into account, particularly
control failures. N "a
6-4-2-6 Identification of consequences o
Ay part of Al risk asscssment, the organization shoyld identify risk sources, events or outcomes that
can lead to risks. It should also identify any congeduences to the organization itself, lo individuals,
communities, proups and societies. Organizdlions should ke particular care to identify any
dilTercnces between the groups whe experiencc the bencfits of (he technology and the groups who
experience ncgative conscquences, ‘:
Consequences to the organizationt ecessarily differ from those to individuals and to socieucs.
Consequences 10 organizalion%ph’n' include but are not limited to:
—- investigation and repajt tive;
— (work) time pained und fost;
—— opportunilies gainod or lost;
— threats to health.gr safety of individuals;
— financial costs'of specific skills to repair the damage:
cmplayea:Té:::rllitme11t. satisfaction and retention,
— image soputation and goodwill;
penalfjes and fines;
— ayﬂt:mcr litigations.
Deptinding on the context, consequences to individuals and (o socicties can be more general, in
._which casc the organization can be unable to estimate exactly what the effect to cach individual or
to socielies is.
Rather than specifying sach type of effect, this can be considered generally as with the degree of the
criticality of cffects (for cxample. to privacy. (aness, human rights, etc.. in the case of an
individual, or 1o the cnvironment in the case of socicties) being a key eiement.
T'he exact effeets can depend on the context in which the organization operates and areas for which
the Al system is developed and used.
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NOTE |: Conscquences can be positive or negative. The organization can consider both when assessing the
consequences to the organization, to individuels and to societies,

NOTT: 2: Consequences to individuals and socicties usually can alse lead 1o conseyucnces to the
arganization. Far example, 4 safety incident to a user of a product of the organization can result in liability
clains to the organization and negatively impact its reputation and product sales.

6-4-3 Risk analysis

6-4-3-1 General
The guidance provided in 18O 31000:2018, clause 6.4.3 applies.
The analysis approach should be consistent with the risk criteria developed as part of cstablishing
the context (see clause 6.3). ¥ Y
6-4-3-2 Assessment of consequences R

. When assessing the conscquences identified in the risk assessment, the organization should
distinguish between a business impact assessment, an impact assessment for individuals and a
socictal impact assessment. e
Business impact analyses should determine the degree o which the organizdtion is alfected, and
consider elements including but not limited to the {ollowing: o ax

I

— criticality of the impact; .
— tangible and intangible impacts; -
— criteria used 1o cstablish the overall impact (as determined in gfiise 6.3.4).

Impact analyses for individuals should determine the degree (o which an individual can be aflected
by the development or use of Al by the organization, _cm_‘k'ifnh. They should consider elements

including but not limited 1o the following: 2
— types of data used from the individuals; _ r"'
—. intended impact of the development or usc of AJ,

-- potential bias impact to an individuak, .. ™

— potential impact on fundamental rights that'can result in material and non-material damage o

an individual; It

— potential {aimess impact Lo an inql_i\-'i;fuai;

— salety of an individual, o

protections and mitigating controly around unwanied bias and unfairness;
2

— junsdictional and c-ult}:fiil environment of the individual (which can affeet how relative impact

is determined). o

Impact analyses lar societies should determine the degree o which societics can be aftceted by the

either development or usc of Al by the organization. or both. They should consider clements

including but oot limited to the following:

— scope of-focietal impact (how broad is the reach of the Al system into different populations),

including :wha the system is being used by or designed for (for instance, guvernmental use can

potegtially impact socictics more than private use);

— Jow an Al system affects social and cultural values held by various affected groups including
~ specific ways that the Al system amplifics or reduces pre-existing patterns of harm to different
“social groups).

fi-4-3-3Assessment of likelihood

Where applicable, the organization should assess the likelihood of occurrence of events and

outcomes causing risks. Likelihood can be determined on a qualitative or quantitative scale and

should align to the criteria cstablished as part of clause 6-3-4 Likclihood can be informed and
aftected by (not limited to):

— types. significance. and number of risk sources,
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— frequency, scverity, and pervasiveness of threats,
—. internal Factors such as operational success of policies and procedures and maotivation of
internal actors;

external factors such as geography and other social, cconomic and environmental conectns;
— success (mitigation) or failure ol controls (see clause 6-4-2-5).
Organizations should incorporate likelihood catculations only where they are applicable and useful
for identifying where to apply risk ireatments. Therc can be significant technical, economic and
heuristic issues with decision-making based tikclihoods, particularly when the likelihood cithgr
~can’t be caleulated or where the calculation has a large margin of crror.
6-4-4 Risk evaluation V.
The guidance provided in 1SO 31000:2018, clause 6.4.4 applies.
6-5 Risk treatment o
6-5-1 General i
The guidance provided in ISO 31000:2018, clause 6.5.1 applics. ‘b
6-5-2 Sciection of risk treatment options et
The guidance provided in ISO 31000:2018, clause 6.5.2 applies. e
Risk treatment options defined by the organization should be degighed o reduce negative
consequences of risks 10 an acceptable level, and to increase the likclikood that positive outcomes
can be achieved. If the required reduction of negative outcnmcsj\aiu’lnl be achieved by applying
different risk treatment options, the organization should carry out a risk-benefit analysis for the
residual rsks. o
In accordance with 18O 31000:2018, 6.5.2 the organizatioj}_-,bﬁ{mld consider:

avoiding the risk by deciding not to starl or continyéwith the activity that gives risc to the risk:
— tuking or increasing the risk in order to pursue an Ypportunity;
— temoving the nsk source; i
— changing the likelihood; ,r:
- changing the conscquences; S
— sharing the risk ({or instance, lhrnugh‘:,é%ntracls or buying insurance);

- reraining the risk by informed desision,

6-5-3 Preparing and implementipgrisk treatment plans
The guidance provided in ISO,3 1DOR2018, clause 6.5.3 applies.
Once the risk treatment plan hag been documented. the risk treatruent measures seleeted in clause

6.5.2 should be implcmen«;ﬂl '
7

The implcmemaLiur_\ﬁ‘af cach risk treatment measure and its cffectiveness should be verified and

recorded according to 6.7.

6-6 Monitorifig and review

The guidapec provided in ISQ 31000:2018, clause 6.6 applies.

6-7 Recording and reporting

The guidance provided in ISO 31000:2018, clause 6.7 applies.

The orgunization should cstablish, record, and maintain a system [or the collection and verification
-of information on the product or similar products from the implementation and post-implementation

phases. The vrganization should also collect and review publicly available information on similar

systems on the market.

This information should then be assessed for possible relevance on the trustworthiness of the Al

system. In particular, the evaluation should assess whether previously undetected risks exist or

previously assessed risks are no Jonger acceptable. This information can be led and fac tored into the
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organization’s Al risk management process as adjustment of objectives, use cases or Jessons
learnad.
If any of these conditions apply, organizations should perform the following:
— assess the offect on previous risk management activitics and fecd the results of this assessment
back into the risk management process.
—— carry oul a review of the risk management activities for the Al system. If there 1s a possibility
that the residual risk or their acceptance have changed, the efYects on existing risk control measures
should be evaluated. x
The results of this assessment should be recorded. The risk management record should allow the ™
traceability of each identified risk through ail risk management processcs. The records can It_:fe"f'agc
a common lemplate that is agreed upon by the organization. &
In addition to the documentation of the scope, context and criteria (see 6.3), risk asscssuibpl (sce
6.4) and risk treatment (sce clause 6-3), the record should include at lcast the folloy@gﬁ’infommlion:
— a description and identification of the system that has been analysed: .

- methodology applied; s
— adescription of the intended use of the Al system; ok

- the identity of the person(s) and organization that carricd out the risk assessment,

e

— the terms ol reference and date of the risk assessmoent: . .k
— the release status ol the risk assessment, 5 - i
— if and to what degree objectives. i /\j
W
e
o
s
o
A
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>
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Annex A
(informativc)
Objcctives

A-1 General
When identifying risks ol Al systems, various Al-related objeclives should bc taken into account,
depending on the nature of the system under consideration and its application context. Al-related
objeciives to comsider include but are not limited 1o the objectives deseribed in Clauses A-2 to A-12.
A-2 Accountability g
Accountability refers both to a characteristic of organizations and (o a system property: o
— Organizational accountability means that an organization takes responsibility for its degisions
and actions by explaining them and being answerable for them to the govering body, tg 1cgal
authorities and more broadly to stakcholders. 0 J-,‘_"_'
System accountability relates to being able to trace the decisions and actions.of an entity to that
entity. g J,
The use of Al can change existing accountability frameworks. Where previgusly persons performed
actions for which they would be held accountable, such actions can pow be fully or partially
performed by Al systems. Who would be accountable in this case is, ah‘ongoing consideration by
regulators. Developers and users of Al systems should be awareZof the related legistation in the
countrics where the system is brought onio the market and used. 5
A-3AJ expertise
Al systems and their development are different from nop<Al software solutions. A selection of
dedicated specialists with inter-disciplinary skillsets aw ‘cxpertise in assessing, developing and
deploying Al sysiems is needed. Organivations shoutd ensure that people with such expertise are
engaged in the development and specification of Alfystems.
Expertise of Al should cxtend to the end q§5|ss' of Al systems. Users should have sufficient
understanding of how the Al system functions’and arc cmpowered 1o detect and override erroncous
decisions or outputs. --‘:"?-.
A-4 Availability and quality of training.and test data
Al systems based on ML nced trainih@ and test data in order to train and ven {y the systems for the
intended behaviour. The deplpyﬁf.:d‘ AT system operates on production data. The training, lest and
production data should be fit tgwthe intended behaviour with respect (o data type and quality.
T'raining and test data should be validated for their currency and relevance for the intended purpose.
The amount ol training#nd test data required can vary based on the intended functionality and
complexity of the envitonment, The training and test data should have sufficienily diverse features
in order to provigé«strong predictive power for the Al system. Furthermore, consistency should be
ensured across -glg'ai'ri‘mg and 1esl data, while using independent datasets when applicable.
It is possible’fhat training and test data is not available in the company and is sourced externally.
Mata qualiry should be ensured also in that case.
A-5Ensironmental impact
The se of Al can causc effects from an environmental point of view. The use of Al can have
positive elfects on the environment. For cxample, an Al system can be used to reduce nitrogen
_gxide in a gas turbine. The use of Al can also have a negative effect on the environment due to the
extensive use of resources. Lor example, the training phase of some AT syswems requircs compuling
resources and can consume subsiantial amounts of clectrical power. These impacts on the
environment shoutd be considered.
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A-6 Fairness

The usc of Al sysiems for automaled decision-making can be unfair to specific persons or groups of
persons. Unfair outcomes have a number ol causes such as bias in ohjective functions, imbalanced
data sets. and human biases in training data and in providing feedback to systems. Unfairness can
also be caused by a bias issue in the product concept, the problem {ormulation or choices about
when and where to deploy Al systems.

For further information on bias and fairness in Al systems, sce ISO/TEC TR 24027]4].

A-7 Maintainability 5

Maintainability is rclated to the ability of the organization to handle maoditications of the Al s,ysre'm
in order to correct defects or adjust to new requirements. Because Al systems based on i are
trained and do not follow a rule-based approach, the maintainability of an Al S}-'s're_‘nflrzand its

implications should be mvestigated. B

~ A-8 Privacy .o

Privacy is related 1o the ability of individuals to control or intlucnce what infgrmation related (o
them can be collected, stored and processed, and by whom that information-tan be disclosed. As
explained in ISQAEC TR 24028:2020(3], "many Al techniques (c.g. dc;ntehrning} highly depend
on hig data since their accuracy relies on the amount of data they usc.-The misusc or disclosure of
some data, particularly personal and sensitive data (e.g. health reeqpds) an have harmful effects on
data subjcets. Thus, privacy protection has become a major conceryin big data analysis and Al
Consideration should be taken to determine if an Al system can whfer sensitive personal data. For Al
gystems, protecting privacy includes protecting the data, uSJe’ﬂ for building and operating the Al
system, ensuring that the Al system cannot be used to pdve unwarranted access to its data, and
protecting access to models personalized for an il'ld‘i}fi)dljilr or that can be used to infer information
or characteristics of similar individuals. ol

Improper collections, uscs and disclosures of personal information can also have direct impacts on
fundamental human rights such as discrimigafion and Ireedom ol expression and informauon.
Tmpacts on ethic principles in terms of respeee of human values, and human dignity should also be
considered. L
NOTE A data protection impact asseisjrléht (see [SOVEC 29134:2017[3]), often referred to as a privacy
impacl assessment, is a uscful toal, fof managing the risks related to the use of personal data during the
collection of data, training of an Alsystém, and use of an Al sysiem

A-9 Robustness _ o

Robusiness is related tu,fllﬂ'g ability of a system to maintain its level of performance under the
various circumstances ofits usage. The degree to which an Al system or related component can
[unction correctly in-the presence of invalid inputs or stressful environmental conditions should be
taken into considerdiion as well as the ability to reproduce measures and results.

Robustness poses new challenges in the context of Al systems. Neural network architectures
represent a. specific challenge as they are both hard to explain and sometimes have unexpected
behavipurdue to (heir nontincar nature. Characterizing the robustness of ncural networks is an open
area ofJesearch, and there are limitations to both festing and verification approaches.

For frther information on robustness ol neural networks, see 1SO/EC TR 24029-1[6].

CAS10 Safety

The use of Al systems can infroduce new salety threats. Safety relates to the cxpectation that a
system does not, under defined conditions, lead to a state in which human life, heaith, property or
the environmem is cndangered. Tlse of Al systems in automated vehicles, manufacturing devices,
and robots can introduce risks related to safety, Specific standards for particular application
domains (¢.g. the design of machinery, transport, medical devices) should be taken inlo account for
Al systems in these domains.

For lurther information on functional salety in Al systems, sce ISO/TEC TR 5469 |7).

17



A-11 Security

Information security risk management is defined in [SO/IEC 27005:2022[8]. In the context of Al
and in particular with regard to Al systems based on MT. approaches, several new issues such as
data peisoning, adversanial attacks and mode] stealing as described in ISOMEC TR 24028:2020(3)
should be considered beyond classical information and system secunity concerns. s

A-12 Transparency and explainability S

Transparency relates both to charactenistics of an organizalion operating Al systems, an_d;_”io those
systems themselves, Organizations are sonetimes transparent on how they apply such gyslems, how
they use collected data (such as consumer and user data, public data, other cq!lcﬁéd data sets).
which measures they put in place 10 manage Al systems, understand and contrdl their risks, ete.
I'ransparency of Al systems is (o provide appropriate information about a gysteth (c.g. capabilities
and limirations) to stakeholders to enable them to assess development, opération and use of Al
systems against their ohjectives. Al system explainability relates to an Elpﬂi't}-' to rationalize and help
to understand how, for a specific system, its outcomc has been gcnq@ﬁ)d': '

-
R VI
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Annoex B
(Informative)
Risk sourccs

B-1Gencral

When identifying risks of Al systems, various risks sources should be taken into account depending
on the nature of the system under consideration and its application context. Risk sources to congidet
include but arc not limited to the issues and opportunitics described in Clauses B-2to B-8. . =,

B-2 Complexity of environment

The complexity of the cnvironment |9] of an Al system determines the range of poteuai"af situations
an Al system is intended to support in its operational conlext ol

Certain Al technologies like ML are specifically suited to handle complex cnvitchments and are
therefore oflen used for sysiems nsed for complex environments like automgtéd driving. A great
challenge however is {o identify in the design and devclopment process all relevant situations that
the system is expeeted 10 handle and that the training and test data cover afFthese situations.

Henee, complex environments can result in additional risks relative to simple environments, Special
consideration should be given to determining the degree to whichfle Al system environment 1s
understood: o ’

-~ Complete understanding of covironment that is only spossible for simple predictable or
controlled cnvironments, such that the Al system is prépared for all possible states of the
environment that it can encounter, allows for belter risk gontrol.

— In casc of partial understanding due o high compléxily or uncertainty of the environment. such
that the Al syslem cannot forecast all possible staid§ of the environment (for nstance, aulonomous
driving), it cannot be assumed that all relevant gﬁ“udﬁons ate considered. This can result in a level of
uncertainty, which is a source of risk, ani“ghould be taken into account when designing such
syslems, e

B-3 Lack of transparency and explaingbility

Transparency is about communicatifi appropriatc activities and decisions of an organization (e.g.
policics, processes) and appropri.é;{é Information about an Al system (c.g. capabilitics, performance,
limifations, design choices. algorithms, training and test data, verification and validalion processes
and results) to relevant stakgholders. This can enable stakeholders to assess development, operation
and use of Al systems. against their expectations. The kind and level of information that is
approprigle smmglf{* depends on the stakeholders. use case, system type and legislative
requircments. If_organizations are unable 1o provide the appropriate information to the relevant
stakeholders, it gah negalively affect trustworthiness and accountahility of the organization and Al
systen.

o
Explair;uhifity is the property of an Al system that the important factors influencing a decision can
be expresSed in a way that humans can understand. An MI. model can have behaviour that is
diffieult to understand by inspection of the model or the algorithm used to train it, especially in the

_ -_éase’ot' deep learning. If such important factors cannot be expressed, validation of the Al system

“and the trust of humans in the system arc negatively affected as it is not clear why the system has
made a decision and if it can make the correct decision in all cases, This uncertainty can result in
many risks and strongly cffect general objectives such as Lrustworthiness and accountability, and
specific objectives such as safety, sceurity, fairness and robustness. Explainability s therefore not
only relevant for stakeholders as part o' Al system transparency but also for the organization itselt
for its own validation and verification of the Al system,
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xcessive transparency and explainability can also lead to risks in relation to privacy, security,
confidentiality requirements and intellectual propertics.

B-4 Level of automation

Al systems can operate with different levels of automation. They can range {rom no automation
where an operator fully controls the system to fully automated systems, Al systems arc often
aulomated systems, Depending on the specific use case, the automated decisions of such systems
can have an effect on various arcas of concern such as safety, fairness or secutity,

For a level of automation where an external agent must be ready when necessary, the handover
from the system to the agent can be a risk source (e.2. time constraints. attention of the agent). .7
For further information on levels of automation, see ISO/ILEC 22989:2022, clause 52. ,;J-'_
13-% Risk sourccs related to machine learning ag
Many advances in Al are rclated 10 ML and subfields thercof such as deep learning. The.pehaviour
of MI. systems is eritically dependent not just on the algonithms in use but also on the data’on which
the ML models are trained. Therefore, possible cffects on Al characteristics inclqdrg:’f‘

— Data quality: The quality of training and test data directly affects (he functionality of the
system. Inadequate data quality can affect various objectives such as fairness, _sﬁf‘éty and robustness.
— For Al systems utilizing ML, the processes used to collect data are a sopfce of risks that are
cspecially hard to diagnose and detect. For example: %5

—  Data can become unrepresentative of the domain of applicati on,:fsading to risks to business
objectives S

— Data sourcing and storage can incur significant cthical and lefsal risks. Tailing to secure the data
collection process can lead to risks from adversarial attacks, ‘Giita poisoning or other manipulation.
— Continuous Jearning Al systems intends to improve theésystems on (he basis of the evolving
production data, at the same time can exacerbale sk g t‘hey can chungc their behaviour during use
in 8 way that was nol expected when it was brough‘tpinto use.

e

B-6 System hardware issncs -

Risk sources relaled to hardwarce issues inc-ludtf; but are not lirvited to:

- Hardware erors based on defective cgmponents. Examples are short circuits or interruptions of
single or multiple memory cells, defectifie bus lines, drifting oscillators, stuck-at faults or parasitic
oscillations at the inputs or outputs of integrated circuits.

—Soft errors such as unwantedsterhporary stale changes of memory cells or logic components,
mostly caused by high cnergy gadiation.

. “I'ransferring trained ML; models between diflerent systems can be constrained due to ditfering
hardwarc capabilities of ‘,L‘ae systems in lerms of processing power, memory and the availability of
dedicated Al hardwaye 4ecclerators.

—When an Al §ystem requires remole processing and storage. network errors, bandwidth
restrictions and ‘_i,nc'r'eased latency due to the limited and shared nature of network resources.

B-7 System Hife cyclc issves

[nappropaate or insufficient methods, processes and also usage of an Al system along its tife cycle

can lead 18 risks. Examples of such risks are:

—D#ign and development: A Mawed design process can fail 1o anticipate the contexts in which the

_ _}’U, syslem is used, causing it to fail unexpectedly when used in these conlexts.

"_ Verification and validation: An inadequate verification and validation process for releasing
updated versions of the Al system can lead to accidental rearessions or unintended deterioration or
degradation in quality, reliability or safety.

-—Deployment: An inadequate deployment configuration can lead 1o resource problems related to
memory, compute, network, storage, redundancy or load balancing.

—Maintcnance, update and revision: An Al system no longer supported or maintained by the
developer but still in use can present long-term risks or liability to the developing organization.
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— Reuse: A functioning Al system can be used in # context for which it was not originaily designed,
causing problems due to differing requirements between the designed and actnal use. For examplc,

a system designed lor identifying faces in photos shared on a social network can be used to attempt
to identily faces of criminal suspects in surveillance footage, an application (hat requires a much
higher degree of precision than the original use casc.

—PDecommissioning; Organizations (hat terminate the use of a certain Al system or a component
~based on Al technologies can lose information or decision expertise that have been provided by the
decommissioned syslem. Morcover, if another system is used to replace the decommissioned oneg,

the way an organization processes information and makes decisions can change. Pas

B-8 Technalogy readiness o

Technology readiness indicates how mature a given technology is in a given applica}'rqr‘t'ccntext.
Less mature technologies used in the development and application of Al systems caninipose risks
that arc unknown io the organization or are hard to assess. For mature technologids a targer variely
ol expericnce data can be available, making risks easier to identily and to asse_,ss'i"-HDwever, there is
also a risk of complacency and technical debt if technologies are mature. -

T
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(Informative)

Anpex C

FDJS 1SO 20400:2026

Risk management and Al system life cycle

Table C-1 shows an cxample of a mapping between the risk management processes and an Al
system life cvele as defined in ISO/1EC 22989:2022.

Table C.1 — Risk management and Al system life cycle

"
b
&

Risk
mansgement

Al syslem
Life eycle ,

Al risk
management
framework

(Clause §)

Al risk management process {Clause 6)

Scope,
context and
criteria

Risk
assessment

Risk
freatment

Manitoring
and review

Recording and
reporting

Qrganizational
{evel activities
related lo risk
management

Croverning, bady
scLy directions for
Al risk
management.

Top munagement
cominits.
High-level risk
managemcnt
appetite and

general criteria are
cslablished.

Feedback reports from Al systems” risk managuemeat processes are being received and
A |

processed

extending and refining of the organiza(im{y[{k managemant tools:

As a result, the organizational risk managemenktramework is being improved by

A catalogue of
risk criteria.

(v "‘j—\ ‘

PR A
1

‘T.'f-.‘\ .

A catalogue of
potential risk
sourees. -
A cafalogue 3
techniques 't%r
risk sonfees’
assessment
and

méasuremenls

A‘E.“;;:afague ot
kpown or
CAmplemented
‘mitigation
measures.

A catalogue of
known ar
implemented
techniques for
monitoring and
controtling Al
SYstems,

A catalogue of
established
methods and
defined tormuls
tor tracing,
recording,
reporting, and
sharing, the
information
aboul Al
systems with
internal and
exterhal

stakcholders.
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T Al risk

management Al risk managenient process (Clausc 6)

Risk framework

management (Clause 5)

Al svstem Scope, Risk Risk Monitoring Recording and

Lifedﬂ-clc | context and assessment treatment and review reporting

’ criteria

Inception Governing body The AT system | Risk sources A derailed risk | Necessary The analysis
examines the Al risk specific to the |} treatment plan | “proof of with its results
svstem objectives | management Al system arc ] is established. | concept” and the
in the context of process and identified Potentially. methods are recommendatio
the organization’s | the system’s (potentially In | “proof of implemented n are recorded
and the risk criteria a multi- concept” tested and and
stakeholders’ are established | layered methods are evaluated. communicated
principles and thruugh manner) and | defined. to the top
values, customization | described in management.
Based o of tie detail.
{typicalty multi- O_Tgamzau‘)"‘-“
layer) analysis, risk
determines whether | Management
the Al system is framework.
feasible and
addresses Lhe
problem the
arganization seeks

! to solve.
Design and CGoverning body Potentially, ﬁ "I'he risk The risk During the The results urc

development

validation

VYerifieation and

continuatly re-
assesses the
objectives. the

| efficacy and the

teasibitity of the
system based one 7]
reecived T.L‘L:{ib%\fk)*
reparts. o

the Al svsteny
risk crirgtia is
modified as a
if;fﬂ’ tol the
eedback
yeports.

assessment is
perfonned
continuously
{potentially on
multiple
laycrs).

treatmeni plan
is
implemented.

The risk
treatment and
the (remaining)
risks
assesyment
continue until
the established
risk crilcria are
met,

testing,
verification and
validation the
risk treatment
plan for the
systen’s
components as
well as for the
whole systemn s
assessed and
adjusted.

recorded and
fed bark to the
relevant nisk
management
ProCess
activitics.

As necessary,
the conclusions
are
communicated
10 the
management
chain and to the
govemance

body.




[T

and their rqtalfﬂrn 10
the orgarigdiion’s
and the™«
stakeRtlders'
puhciples and
"Aralucs,

Based on the
analysis,
deermines whether
the Al system is
feasible,

process and
the system’'s
risk criteria
are re-
evaluaced
against anv
patenlial
changes to the
specific
purpose and
scope of the
A system,
outcome of°
aperation
monitoring
and new
regulatory

specific to the
Al system are
examined for
relevanee und
any possible
gaps.

requirenents

updated.

The risk
treatment and
Lthe (remaining)
risks
assessments
continue until
the established
risk criteria are
mel.

Al risk
) management Al risk management process (Clause 6)
Risk framework
management (Cluse 5)
Al system Scupe, Risk Risk Monitoring Recording and
Life eyele context and nssessment treatment and review reporting
ST criteria
Deployment Gavemning body The Al system | The risk The risk The Al system’s .
continually re- risk ¢riteria assessment is | treatment plan | risk treatment o8
usses$5¢s the and the risk perturmed is potentially plan is being re- i
objectives and the | management continuously | updated due to | assessed te it o
feasibility of the process are (potentially on | “configuration™ | altow for
svstem based on adjusted for multiple changes and necessary 3
received feedback | the necessury | lavers). implemented. | adjustments.
repoTes. “configuration The risk
” changes. treatment and I
the (remaining) '
Tisks '
assessment .
continue unti !
the cstablished
risk criteria arc
™et.
; . 5
Qperation, Governing body Potentially, gk
menitoring continuatly re- the Al syscem | The sys@m's | The system's | The risk
assesses the nisk erienia 3s | pgkty - risk treatment | treatment plan
objectives and het | ynodified asa | assasment plan is for the
{casibilily of'the resulcof the =3 olan is porentially system’s
P —— systm bused on feedback .. potentially adjusted for . components is
vatidatioi received feedback | reports. ’ adjusted for risk changes in | assessed and
" L a " . . '
reports. s risk criteria risk assessment | adjusted.
: \, changes. oLLEDMeES.
| Re-evuluation Governing body | The Al system | The list of The risk The Al sysiem’s
re-examinus the 447 risk existing risk treatment plan | risk treatment
svslem objectives: | management sources is potentially plan is being re-

assessed to
allow for
necessary
adjusiments.
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—~ Al risk
management Al risk management process (Clause fi)
Risk framework
management (CIHUSB 5}
Al system Scupe, Risk Risk Monituring Recording and
Life eyele context and assessment treatment and review reporting
’ eriteria
I s - § - — - - =
Retirement or Governing body The Al system | Risk sources | Detailed risk Necessary L
replacement re-cxamines the A) | risk specific to the | treatmenl plan | “proof of i
‘Friggers a new svsiem objuectives | nlanagement Al system is established. | concept™ 2"
risk management based on the retirement retirement arc methods are | °
process with new | analysis, process and identified and implemented, ; *

deterniines whether

the svslem's

described in

rested and

objectives, risks _ ¥ i : « f‘
and their the Al system retirement risk | detait. ::\«a]uat;q, :
mitigation rcLiremenl or criteria are C i
& 3 " » l"'I 1
replavement 18 established. w i
feasible. , at :
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(Informative)
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